Basic Parts of A Computer System

Input devices

· Computers receive information through "input," and the primary input devices are the keyboard and mouse. Other input devices include gaming joysticks, biometric pads and special, handicap-accessible devices, such as control pedals and keyboard wands.

Computer monitor
· The main way to receive information from a computer is through its monitor. The monitor is a television-like device that can display text, images and video. Monitor types include flat screen Liquid Crystal Display (or LCD) monitors and the older and less common Cathode Ray Tube (or CRT) monitors. It also is possible to connect a computer directly to a television, enabling its display to be seen on large-screen and projected-TV formats.


Motherboard

· The majority of parts making up a functional computer connect, directly or indirectly, to an electronic circuit board is known as the motherboard. The make and model of the board determines the types and numbers of components that may be connected as a single computer.

Central processing unit
· All computers compute, and they accomplish this by processing data -- either received as input or in preparation for output. The hardware handling the majority of this workload is known as the Central Processing Unit, or CPU. It consists of one or more processing chips; the type of CPU a computer may use is limited by its motherboard.

Random Access Memory
· As a computer operates, it needs a place to store and retrieve data. In other words, it needs "memory," just as people do. A computer's fastest memory -- and one entirely temporary -- is found in storage chips known as Random Access Memory, or RAM.

Hard-disc drive
· While RAM is very quick, data stored there is lost when the computer is shut down or restarted. Obviously, some data needs to be stored for long-term access, and the primary hardware used to store this data is the hard-disc drive. Hard drives, while able to store data for long periods, are notably slower at storing and retrieving data than RAM.

CD/DVD drive
· Another method of storing data for the long-term is accomplished by writing data to a compact disc (CD) or DVD (digital video disc). A CD or DVD drive is used to read, and sometimes write, to these discs. These discs have the additional advantage of mobility, as they can be easily carried to another computer for use.

Floppy drive
· An older type of disc drive is the floppy drive. It is referred to as a "floppy" because the discs it reads and writes are somewhat flimsy and flexible. While a floppy drive has many of the same benefits as a CD or DVD drive, its discs usually hold a much smaller amount of data and, worse, are more easily damaged.

Power supply
· A computer's power supply unit, or PSU, provides and regulates the electricity needed by the other components to operate. The strength or overall output capacity of a PSU is measured in watts. Most computers use between 300 and 500 watts, though some may require two or three times that amount to operate properly.

Expansion cards
· Most motherboards provide one or more expansion slots. In each slot, an appropriate expansion card can be added to increase the functionality of a specific computer. Examples include graphic cards, network cards and sound cards.

Additional ports
· A computer port is a small receptor through which additional (or peripheral) external devices can be connected to the computer. Popular examples include serial, parallel and Universal Serial Bus (or USB) ports.
What is  Application?
You may have heard people talking about using an application or an app. But what exactly does that mean? An application (or app) is a type of software that allows you to perform specific tasks. Applications for desktop or laptop computers are sometimes called desktop applications, and those for mobile devices are called mobile apps. When you open an application, it runs inside the operating system until you close it. Much of the time, you will have more than one application open at the same time, and this is known as multitasking.
App is a very common term for an application, especially for simple applications that can be downloaded cheaply or even for free. Many apps are also available for mobile devices and even some TVs.

Types of Desktop Applications

There are countless desktop applications out there, and they fall into many different categories. Some are more full-featured (like Microsoft Word), while others may only do one or two things (like gadgets). Below are just a few types of applications that you might use:

· Word Processors: A word processor allows you to write a letter, design a flyer, and create many other kinds of documents. The most well-known word processor is Microsoft Word.

· Personal Finance: Personal finance software, such as Quicken, allows you to keep track of your income and expenses, create a budget, and more. Most personal finance programs can automatically download information from your bank, so you don't have to manually type in all of your transactions.

· Web Browsers: A web browser is the tool that you use to access the World Wide Web. Most computers come with a web browser pre-installed, but you can also download a different one if you prefer. Examples of browsers include Internet Explorer, Firefox, Google Chrome, and Safari.

· Games: There are many different games that you can play on your computer. They range from card games such as Solitaire, to action games like Halo 2. Many action games require a lot of computing power, so they may not work unless you have a newer computer.
· Media Players: If you want to listen to mp3s or watch movies that you've downloaded, you'll need to use a media player. Windows Media Player and iTunes are popular media players.

· Gadgets: Sometimes called widgets, these are simple applications that you can place on your desktop (or on the Dashboard if you're using a Mac). There are many different types of gadgets, and they include calendars, calculators,maps, news headlines, and more.

    The Difference between a Computer Virus, Worm and Trojan Horse.

Viruses, worms and Trojan Horses are all malicious programs that can cause damage to your computer, but there are differences among the three.

One common mistake that people make when the topic of a computer virus arises is to refer to a worm or Trojan horse as a virus. While the words Trojan, worm and virus are often used interchangeably, they are not exactly the same thing. Viruses, worms and Trojan Horses are all malicious programs that can cause damage to your computer, but there are differences among the three, and knowing those differences can help you better protect your computer from their often damaging effects.

What Is a Virus?

A computer virus attaches itself to a program or file enabling it to spread from one computer to another, leaving infections as it travels. Like a human virus, a computer virus can range in severity: some may cause only mildly annoying effects while others can damage your hardware, software or files. Almost all viruses are attached to an executable file, which means the virus may exist on your computer but it actually cannot infect your computer unless you run or open the malicious program. It is important to note that a virus cannot be spread without a human action, (such as running an infected program) to keep it going. Because a virus is spread by human action people will unknowingly continue the spread of a computer virus by sharing infecting files or sending emails with viruses as attachments in the email.

What Is a Worm?

A worm is similar to a virus by design and is considered to be a sub-class of a virus. Worms spread from computer to computer, but unlike a virus, it has the capability to travel without any human action. A worm takes advantage of file or information transport features on your system, which is what allows it to travel unaided.

The biggest danger with a worm is its capability to replicate itself on your system, so rather than your computer sending out a single worm, it could send out hundreds or thousands of copies of itself, creating a huge devastating effect. One example would be for a worm to send a copy of itself to everyone listed in your e-mail address book. Then, the worm replicates and sends itself out to everyone listed in each of the receiver's address book, and the manifest continues on down the line. 

Due to the copying nature of a worm and its capability to travel across networks the end result in most cases is that the worm consumes too much system memory (or network bandwidth), causing Web servers, network servers and individual computers to stop responding. In recent worm attacks such as the much-talked-about Blaster Worm, the worm has been designed to tunnel into your system and allow malicious users to control your computer remotely.

What Is a Trojan horse?

A Trojan Horse is full of as much trickery as the mythological Trojan Horse it was named after. The Trojan Horse, at first glance will appear to be useful software but will actually do damage once installed or run on your computer.  Those on the receiving end of a Trojan Horse are usually tricked into opening them because they appear to be receiving legitimate software or files from a legitimate source.  When a Trojan is activated on your computer, the results can vary. Some Trojans are designed to be more annoying than malicious (like changing your desktop, adding silly active desktop icons) or they can cause serious damage by deleting files and destroying information on your system. Trojans are also known to create a backdoor on your computer that gives malicious users access to your system, possibly allowing confidential or personal information to be compromised. Unlike viruses and worms, Trojans do not reproduce by infecting other files nor do they self-replicate.

What Are Blended Threats?

Added into the mix, we also have what is called a blended threat. A blended threat is a more sophisticated attack that bundles some of the worst aspects of viruses, worms, Trojan horses and malicious code into one single threat. Blended threats can use server and Internet vulnerabilities to initiate, then transmit and also spread an attack. Characteristics of blended threats are that they cause harm to the infected system or network, they propagates using multiple methods, the attack can come from multiple points, and blended threats also exploit vulnerabilities.

Summary

A virus is a program that is designed to spread from file to file on a single PC, it does not intentionally try to move to another PC, and it must replicate, and execute itself to be defined as a virus.


A worm is designed to copy itself (intentionally move) from PC to PC, via networks, internet etc.


A worm doesn’t need a host file to move from system to system, whereas a virus does.
So worms spread more rapidly than viruses.
The word 'Virus' has become a common term a lot of people use to refer to worms and trojans too. Which is not exactly correct.

Tips to Combat Viruses, Worms and Trojan Horses on Your Computer

Keep the Operating System Updated
The first step in protecting your computer from any malicious there is to ensure that your operating system (OS) is up-to-date. This is essential if you are running a Microsoft Windows OS. Secondly, you need to have anti-virus software installed on your system and ensure you download updates frequently to ensure your software has the latest fixes for new viruses, worms, and Trojan horses. Additionally, you want to make sure your anti-virus program has the capability to scan e-mail and files as they are downloaded from the Internet, and you also need to run full disk scans periodically. This will help prevent malicious programs from even reaching your computer.

Use a Firewall
You should also install a firewall. A firewall is a system that prevents unauthorized use and access to your computer. A firewall can be either hardware or software. Hardware firewalls provide a strong degree of protection from most forms of attack coming from the outside world and can be purchased as a stand-alone product or in broadband routers. Unfortunately, when battling viruses, worms and Trojans, a hardware firewall may be less effective than a software firewall, as it could possibly ignore embedded worms in out going e-mails and see this as regular network traffic.

For individual home users, the most popular firewall choice is a software firewall.  A good software firewall will protect your computer from outside attempts to control or gain access your computer, and usually provides additional protection against the most common Trojan programs or e-mail worms. The downside to software firewalls is that they will only protect the computer they are installed on, not a network.

It is important to remember that on its own a firewall is not going to rid you of your computer virus problems, but when used in conjunction with regular operating system updates and a good anti-virus scanning software, it will add some extra security and protection for your computer or network. 

Did You Know... CodeRed, a blended threat, launched DoS attacks, defaced Web servers, and its variant, CodeRed II, left Trojan horses behind for later execution. CodeRed was processed in memory — not on a hard disk — allowing it to slip past some anti-virus products. Computer Economics has estimated the worldwide cost of CodeRed at $2.62 billion dollars.
What is Operating System?

An operating system (OS) is a collection of software that manages computer hardware resources and provides common services for computer programs. The operating system is a vital component of the system software in a computer system. Application programs usually require an operating system to function.  It is a software program that enables the computer hardware to communicate and operate with the computer software. Without a computer operating system, a computer and software programs would be useless. 

Examples of computer operating systems

Microsoft Windows 7 - PC and IBM compatible operating system. Microsoft Windows is the most commonly found and used operating system.
Apple MacOS - Apple computer operating system. The only Apple computer operating system.
Ubuntu Linux - A popular variant of Linux used with PC and IBM compatible computers.
Google Android - operating system used with Android compatible phones.
iOS - Operating system used with the Apple iPhone.

Examples of popular modern operating systems include Android, BSD, iOS, Linux, Mac OS X, QNX, Microsoft Windows,[3] Windows Phone, and IBM z/OS. 

What is Windows?

Examples: Window 8, window 7, Window server, Windows XP, Windows vista, Windows 95, Windows 98 and etc.

